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Introduction

OPAL WAVE is a specialist in SAP BPC Technology. Our goal is to provide better
performance management, where the solution provided is aligned with the client's
business objectives, responsive to the needs of all its users, and adaptable to
changing business circumstances.

The company supports clients throughout the life of their performance management system,
guiding them in the creation of the correct performance management strategy, implementing
the software solution, training users, and providing post-implementation hosting and support.
All Opal Wave's projects are managed and staffed by people with many years experience in this
field.

Digital Certificates Issue

The SAP BPC and CPM products detailed
below have an issue whereby the digital
certificate used to sign client files will

expire on 7th August 2009. Further, the f
certificate does not have a timestamp. This
may result in customers experiencing ‘
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issues when accessing the software after
this date.

This document has been prepared in-order to
give guidance to help minimise disruption to
users due to this issue.
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Products affected

The following SAP CPM/BPC products are affected:
SAP CPM 4.2 SPO5 (SAP Note 1334285).
SAP BPC 5.1 SPO7 (SAP Note 1334241).
SAP BPC 5.1 SP08 (SAP Note 1334284).
SAP BPC 7.0 SP03 (SAP Note 1334212).

Earlier version of products may also be affected.

Impact

using expired certificates is disabled and

If you are running one of the affected
cannot be used.

products, you may experience problems
using the software beyond the certificate

expiration date. In order that the software can still be used

post certificate expiration date, the
software must either be upgraded to one
using a newer certificate, or alternatively
temporary workaround put in place until
the software can be upgraded.

Microsoft Office Security Settings
determine what will happen when an
expired certificate is encountered. If the
Security settings within Excel are set to a
highly restrictive level, then software
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Upgrade

The following upgrade paths are available for clients on affected software:

Version SP Minimum Upgrade Notes

CPM 4.2 Pre SP0O5 CPM 4.2 SP06 BPC 7 SP04 is
recommended

SP0O5 QFE1 for SPO5 BPC 7 SP04 is
recommended

[NOTE: CPM 4.2 will no longer be supported after March 2010]

BPC 5.1 Pre SPQO7 BPC 5.1 SP09 BPC 7 SP04 is
recommended

SP0O7 Patch 03 for SP07 BPC 7 SP04 is
recommended

SP08 Patch 02 for SP0O8 BPC 7 SP04 is
recommended

[NOTE: BPC 5.1 will no longer be supported by SAP after March 2010]

BPC 7.0 Pre SP03 BPC 7.0 SP04

SP03 Patch 02 for SP03 BPC 7 SP04 is
recommended

To ensure the long term stability and access to support for your SAP BPC
installation, it is recommended that all users upgrade to SAP BPC 7. At the
publication date of this paper, Opal Wave remains the only organisation in the
UK to have completed the upgrade of any users to SAP BPC v 7 from an earlier
version.

Performing any of the above upgrades will require that the client software is
rolled out to client desktop machines.

Workaround

If there is insufficient time for you to plan and rollout an upgrade to resolve the
issue, then a temporary workaround is available.

The workaround requires that the security within Excel be altered. Instructions
to do this are given in the Appendix at the end of this document.

Please be aware that altering security levels has implications and must only be
performed if these are in line with your organisations IT policy guidelines.

Further information regarding security levels can be found at:

Office 2003
http://office.microsoft.com/en-us/ork2003/HA011403071033.aspx

Office 2007
http://office.microsoft.com/en-gb/excel/HP100969191033.aspx



http://office.microsoft.com/en-us/ork2003/HA011403071033.aspx
http://office.microsoft.com/en-gb/excel/HP100969191033.aspx

Appendix A

This Appendix provides instructions on setting Security in Excel 2003 and Excel 2007 to
work around the certificate expiration issue.

Excel 2003
Depending on your Security configuration and how you start the BPC application, BPC may
fail to start or cause issues.

If Macro Security is set to Very High, you will encounter the following warning:
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If Macro Security is set to High, you will encounter the following warnings:
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The following settings can be used on Excel 2003 in-order to work around the issue.

Start Microsoft Excel
and Select the Tools ->
Macro -> Security menu LY pesewch
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In the Security Level tab, select either the Medium Yoom
or Low (not recommended) radio button.




Security Level On the Trusted Pub_lishers tab,
select the Trust all installed add-

Issued To | 1ssued B | Expira,.. | Friendly Name ins and templates check box.

Click OK button.

Exit Excel.
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v Trust all installed add-ins and templates

[ Trust access ko ‘isual Basic Project
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Please note that if you select the Medium option, users may be prompted to
accept Macros that have expired.

x|

“C:\Program Files\BPC\Ev4E xcel. xla"

contains macros by p
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OutlookSoft Corporation

& certificate (signing or issuet) has expired.

Macros may contain viruses, It is usually safe to disable macras, but if the
macros are legitimate, vou might lose some Functionality,

[~ always trust macros From this publisher,

Enable Macros More Info

In order to prevent user from receiving the message to enable Macros, you can set the Macro
Security Level to Low (not recommended) option but this is not very secure.




Excel 2007

Depending on your Security configuration and how you start the BPC application, BPC may
fail to start or cause issues.

For Excel 2007, the following settings can be used in order to work around the issue:

Cpen from Dffice Live

Save ta Office Ure
Erint

Frepare

Seng

Pyoish

Jose

From the main Excel menu, click the Microsoft (D?a Office button and
select Excel Options. )

Kecent Documenty

EMExcel

O Daces

Aprd 09.Txpenyes-Sheetl

May 03 rxperviey

Aprd 09-Expeanyn Sheet)

WC10609 Deneshest

WCI20500 Taneshent

WDEDD Teneahent

Timeitsest Mastes

June -y 05 -Expenset

MardS.Expentes - Sheet2 — ‘t‘"‘“j
Mae£9.Expenses - Sheetd _— —

Office LyeAdeeting Namea Lser Sheet \9 S e rrer detrrees Sle and Y sarader setire andd heelyy

Entity velection
Entity selection
Entity velection

Poabebay e piem s

L T L L e L R T

Strest tent dataMacro

XK Eot Bxced L R Tor pre PRI SR S B SN Tepea—
e et 10l yous 4 838 Parge Ihrae s

Select the Trust Center category, then click the Trust Center Settings button.
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Select the Add-ins category
and ensure none of the check
boxes are ticked.
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Next, click the Macro Settings category and ensure either the Disable all macros
except digitally signed macros or the Enable all macros (not recommended;
potentially dangerous code can run) option is selected.

Click OK button to return to
the Excel Options, and then
click OK button to return to
Excel.
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Exit Excel.

Note that if you select the Disable all macros except digitally signed macros option, users
may be prompted to accept Macros that have expired.

Microsoft Office Excel Security Notice B .Zl.él

Microsoft Office has identified a potential security concern.
Warning: The digital signature has expired.
File Path: C:\Program Files\BPC\Ev4Excel, xla

Macros have been disabled. Macros might contain viruses or other security
hazards. Do not enable this content unless you trust the source of this file.

More information
Show Signature Details

In order to prevent users from receiving the message to enable Macros, it is possible to set the
Macro Settings to Enable all macros (not recommended; potentially dangerous code can run)
option but this is not a secure option.

A better alternative is to add the location of the BPC installation to the Excel 2007 Trusted
Locations which should ensure all BPC code is trusted.

1. Click the Microsoft Office /b_’, button and select Excel Options.

2. In the Trust Center category, click the Trust Center Settings button.




Click the Trusted Locations
category.

[ Microsoft Office Trusted Location
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change or add a location, make sure that the new location is secure,
Path:

t: \Program Files\BPC\

Subfolders of this location are also trusted
Description:

Date and Time Created: 20/09/2009 19:01

Warning: This location will be treated as a trusted source for opening files. If you

Browse...

The new trusted location
should be shown in under
User Locations list.

Click OK button to return to
the Excel Options, and then
click OK button to return to
Excel.

Exit Excel.
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Click the Add new location button.

Click the Browse button and locate the
installation folder for the BPC software on the
client machine e.g. C:\Program Files\BPC.
Click the Subfolders of this location are also
trusted option and then click OK button.
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Legal Disclaimer

This document has been prepared for guidance purposes only. This document is subject to change
without notice. This document is provided for informational purposes only, without representation or
warranty of any kind, and Opal Wave shall not be liable for errors or omissions with respect to the
information contained in this document. The entire risk arising out of the use of this information remains
with the recipient. The recipient should validate the information furnished and determine relevance to the
recipients’ operation/environment. In no event shall Opal Wave be liable for any direct, consequential,
incidental, special, punitive, or other damages whatsoever (including, without limitation, damages for loss
of business profits, business interruption, or loss of business information), even if Opal Wave has been
advised of the possibility of such damages.

All documents and information remain the property of Opal Wave and should not be distributed or copied
without the prior written permission of Opal Wave. All estimates and recommendations are for guidance
purposes only. This document does not represent a formal offer or contract.

Copyright

All product and service names mentioned are the trademarks of their respective companies.
©Copyright 2009 Opal Wave Solutions Ltd. All rights reserved.

Opal Wave Solutions Ltd
4 Northlands

Wantage Road
Streatley-on-Thames
Berkshire

RG9 9LB

T: +44 (0)20 7117 8501
OPALWAVE
E: info@opalwave.com
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